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******************** Start of 1st Change ************************************************************
[bookmark: _Toc19542445][bookmark: _Toc35348447][bookmark: _Toc114146571]4.3.4.10	No directory listings
Requirement Name: No directory listings / Directory Browsing.
Requirement Reference: In accordance with industry best practice
Requirement Description: Directory listings (indexing) / "Directory browsing" shall be deactivated.
Threat References: TR 33.926 [4]
Test Case: 
Test Name: TC_NO_DIRECTORY_LISTINGS
Purpose:
To verify that Directory listings / Directory browsing has been deactivated in all Web server components.
Procedure and execution steps
Pre-Conditions:
-	The tester has administrative privileges.
-	A tester machine is available. 
-	The tester should have configured a script, or an automatic assessment tool adapted in line with the Requirement Description.Recommended: an automatic assessment tool has been configured / script adapted in line with the Requirement Description.
Execution Steps
-	The tester Cchecks that Directory listings (indexing) / "Directory browsing" has been deactivated in all Web server components.
Expected Results:
-	Evidence that Directory listing / Directory browsing has been deactivated in all Web server components.
Expected format of evidence:
A testing report provided by the testing agency which will consist of the following information:
-	Log files and screen shots of test executions
-	Test result (Passed or not)

******************** End of 1st Change ************************************************************




