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*** BEGIN OF CHANGE ***


[bookmark: _Toc19542432][bookmark: _Toc35348434][bookmark: _Toc114146558]4.3.3.1.4	SYN Flood Prevention 
Requirement Name: Syn Flood Prevention
Requirement Description:
The network product shall support a mechanism to prevent Syn Flood attacks (e.g. implement the TCP Syn Cookie technique in the TCP stack by setting net.ipv4.tcp_syncookies = 1 in the linux sysctl.conf file). This feature shall be enabled by default.
Test Case: 
Test Name: TC_SYN_FLOOD_PREVENTION
Purpose:
Verify that the Network Product supports a Syn Flood Prevention technique. 
Procedure and execution steps:
Pre-Conditions:
-	Vendor documentation describing the SYN flood attack prevention mechanism or setting and where to check for them.
-	The Network Product is listening on a TCP port on one of its interfaces.
-	A network traffic analyser on the network product (e.g. TCPDUMP) or an external traffic analyser directly connected to the network product is available.
-	A host is connected to the Network Product interface and it is equipped with a tool able to reproduce a Syn Flood attack (e.g. nmap or hping)
Execution Steps
1.	The tester verifies the prevention mechanism or setting described in the vendor documentation.
2.	The tester configures the tool to send a large quantity huge amount of TCP Syn packets against the Network Product (e.g. hping3 -i <waiting time between each packet> -S -p <TCP port> -d <Data Size> -c <Number of packets> < Network Product IP>)
NOTE: 	To calculate the large quantity number of packets the tester checks in the product documentation the link speed supported by the DUT in bytes (L). The tester chooses a size packet for the attack in bytes (S). Based on L and S, the tester calculates the amount of packets per second (P) to use with this formula:
 P = L / S
3.	The tester verifies that the Network Product is still up and running normally, its services are still available and reachable, the service is able to respond to typical service function requests, the memory or CPU usage is not exhausted, there is no crash or deadlock.The tester verifies that the Network Product is still functioning as expected, its services are still accessible and responsive to typical service function requests, and the memory or CPU usage does not exceed acceptable thresholds. Additionally, the tester confirms there are no crashes or deadlocks.
	a.	While the SYN Flood attack is ongoing.
	b.	After the SYN Flood attack was executed.
Expected Results:
The Network Product does not become inoperative.
Expected format of evidence:
-	Executed commands or script used for the SYN flood attack.
-	The number of SYN packets sent per second
-	Part of the configuration (plaintext or screenshot) showing the prevention mechanism or setting.
-	A Pass/Fail result provided by the tester.
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