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************* Start of 1st Changes *************
[bookmark: _CR4_3_1][bookmark: _CR4_3][bookmark: _CR4_2_6][bookmark: _CR4_3_2][bookmark: _Toc19542419][bookmark: _Toc35348421][bookmark: _Toc152836055]4.3.2	Technical Baseline
[bookmark: _CR4_3_2_1][bookmark: _Toc152836056][bookmark: _Toc19542420][bookmark: _Toc35348422]4.3.2.1	No unnecessary or insecure services / protocols
Requirement Name: No unnecessary or insecure services / protocols
Requirement Reference: In accordance with industry best practice
Requirement Description: 
The network product shall only run protocol handlers and services which are needed for its operation, and which do not have any known security vulnerabilities. In particular, by default the following services shall be initially configured to be disabled on the network product by the vendor except if services are needed during deployment. In that case those services shall be disabled according to vendor’s instructions after deployment is done. Disabled protocols can still be enabled for other reasons by the network operators, e.g. remote diagnostics.
-	FTP
-	TFTP
-	Telnet
-	rlogin, RCP, RSH
-	HTTP
-	SNMPv1 and v2
-	SSHv1
-	TCP/UDP Small Servers (Echo, Chargen, Discard and Daytime)
-	Finger
-	BOOTP server
-	Discovery protocols (CDP, LLDP)
-	IP Identification Service (Identd)
-	PAD
-	MOP
NOTE 1:	As an alternative to disabling the HTTP service, it is also possible for this service to remain active for reasons of user friendliness. In this case, however, queries to the web service are not answered directly on this port but from a redirected to HTTPS service.
NOTE 2:	 Full documentation of required protocols and services of the network product and their purpose needs to be provided by the vendor as prerequisite for the test case.
Threat References: TR 33.926 [4], clause 5.3.7.3, Insecure Network Services
Test Case: 
Test Name: TC_NO_UNNECESSARY_SERVICE
Purpose:
To ensure that on all network interfaces, there are no unsecure services or protocols that might be running.
Procedure and execution steps:
Pre-Conditions:
A list of all required network protocols and services containing at least the following information shall be included in the documentation accompanying the Network Product:
-	protocol handlers and services needed for the operation of network product;
-	their open ports and associated services;
-	and a description of their purposes.
The tool used shall be capable to detect and identify the protocol handlers and running services in the system.
Execution Steps
The tester is required to execute the following steps:
1.	Verification of the compliance to the prerequisites:
a.	Verification that the list of available network services and protocol handlers is available in the documentation of the Network Product.
b.	Validation that all entries in the list are meaningful and reasonably necessary for the operation of the Network Product class.
2.	Identification of the network services and protocol handlers by means of capable tools or any other suitable testing means.
3.	Validation that there are no entries in the list of network services and handlers apart from the ones that have been mentioned and deemed necessary for the operation of the Network Product in the attached documentation.
4.	The tester shall reboot the network product and re-execute execution steps 2 and 3 without further configuration.
Expected Results:
The report will contain: 
-	The names and version of the tool(s) used. 
-	Information of all the protocol handlers and services running in the network product. 
Result will show:
-	There are no unnecessary services running in the network product except for the ones which are deemed necessary for its operation. 
-	Any undocumented services running on the network product should be highlighted and brought out in the report.
-	The network product behaves the same after reboot as before.
Expected format of evidence:
A report provided by the testing agency which will consist of the following information:
-	The used tool(s) name and version information
-	Settings and configurations used 
-	The output pertaining to the test case performed and
-	The test results i.e. services existing or not existing in the Network Product
[bookmark: _CR4_3_2_2][bookmark: _Toc35348423][bookmark: _Toc152836057][bookmark: _Toc19542421]4.3.2.2	Restricted reachability of services
Requirement Name: Restricted reachability of services
Requirement Reference: In accordance with industry best practice
Requirement Description: 
The network product shall restrict the reachability of services so that they can only be reached on interfaces where their usage is required. On interfaces were services are active, the reachability should be limited to legitimate communication peers. This limitation shall be realized on the network product itself (without measures (e.g. firewall) at network side) according to the requirement detailed in clause 4.2.6.2.1 Packet Filtering.
EXAMPLE:	Administrative services (e.g. SSH, HTTPS, RDP) shall be restricted to interfaces in the management network to support separation of management traffic from user traffic. 
Threat References: TR 33.926 [4], clause 5.3.7.3, Insecure Network Services
Test Case: 
Test Name: TC_RESTRICTED_ REACHABILITY _OF_SERVICES
Purpose:
To verify that it is possible to bind the services only to the interfaces from which they are expected to be reachable. 
NOTE: 	The test case developed for the requirement " 4.2.6.2.1 Packet Filtering" implicitly verifies that the network product permits to limit the reachability of the services only to legitimate communication peers, 
Procedure and execution steps:
Pre-Conditions:
-	The vendor shall declare, in the documentation accompanying the network product if the network product supports the capability to restrict services reachability to only the nodes authorized to access them. In this case, the vendor shall detail how this capability can be configured.
-	A list of all required network protocols and services containing at least the following information shall be included in the documentation accompanying the Network Product:
-	protocol handlers and services needed for the operation of network product;
-	their open ports and associated services;
-	the configuration options;
-	and a description of their purposes.
-	The network product is configured such that the required network protocols and services (as described in the network product documentation) are setup and each service is bound to an IP address of a specific network interface (e.g. IP1 which is the ip address of if1). Configuration may occur automatically during the initialization phase of the network product or manually as defined in the network product administration documentation.
-	The network product shall have at least two interfaces enabled, if1 and if2 respectively configured with IP Address IP1 and IP2.
-	The tester has administrative privileges.
-	A tester machine equipped with a network port scanner tool is available. 
Execution Steps
For every available interface if_n:
1.	The tester runs a network port scanner (e.g. nmap) or uses local network interface information on if_n and verifies that the configured services (according to the vendor documentation) are open/reachable.
2.	The tester runs a network port scanner (e.g. nmap) or uses local network interface information on all other available interfaces (except if_n) and verifies that the services configured for if_n are not open/reachable.
Expected Results:
Services can be enabled on per-interface basis. 
Expected format of evidence:
A testing report provided by the testing agency which will consist of the following information:

-	The network product configuration showing the mapping between interfaces and configured service.
-	Pcap files.
-	Screenshot.
-	Software name and version of the used port scanner, log of the executed commands.
-	Network port scanner results (e.g. files containing this results).
-	Test result (Passed or not).
[bookmark: _CR4_3_2_3][bookmark: _Toc35348424][bookmark: _Toc152836058][bookmark: _Toc19542422]4.3.2.3	No unused software
Requirement Name: No unused software
Requirement Reference: In accordance with industry best practice
Requirement Description: 
Unused software components or parts of software which are not needed for operation or functionality of the network product shall not be installed or shall be deleted after installation. This includes also parts of a software, installed as examples but typically not be used (e.g. default web pages, example databases, test data).
Threat References: TR 33.926 [4], clause 5.3.6.13, Unnecessary Applications
Test Case: 
Test Name: TC_NO_UNUSED_SOFTWARE
Purpose:
To ensure that there is no unused software or associated components that might be installed in the network product which are not required for its operation or functionality.
Procedure and execution steps:
Pre-Conditions:
A list of all available software and libraries and associated components containing at least the following information shall be included in the documentation accompanying the Network Product:
-	name of the software / library;
-	version of the software / library installed;
-	list of dependencies and versions;
-	any add-ons and functions;
-	any special hardware/debugging ports;
-	software support type;
-	licensing information;
-	brief description of their purpose.
Execution Steps
The tester is required to execute the following steps:
1.	Verification of the compliance to the prerequisites:
a.	Verification that the list of software / libraries and components is available in the documentation of the Network Product. 
b.	Validation that all entries in the list of software / libraries and components are meaningful and reasonably necessary for the operation of the Network Product class.
2.	Identification of the software / libraries or components which are installed in the system using any suitable command line tools or any other suitable means of determination.
3.	Validation that there are no entries in the list of software / libraries installed in the system apart from the ones that have been mentioned and deemed necessary for the operation of the network product in the attached documentation. 
4.	Based on his/her experience, the tester will check for known default example files for software installed on the system.
Expected Results:
The report will contain the names and version of the tool(s) used for finding out what software /libraries is installed in the system. The detailed report will contain the name and version information of all the software / libraries installed in the system generated by the tool.
The list of all available software / libraries which has been deemed necessary for the operation of the network product by the vendor shall also be included as the test result. Any software / library not in the list of allowed software / libraries will be highlighted and brought out as a part of the report.
There should be no unnecessary software / library installed in the network product except for the ones which are deemed necessary for its operation. 
There should be no more default example files for the installed software on the system.
Expected format of evidence:
A testing report provided by the testing agency which will consist of the following information:
-	The used tool(s) name and version information,
-	Settings and configurations used 
-	the output pertaining to the test case performed and,
-	the test results i.e. list of allowed and disallowed software
[bookmark: _CR4_3_2_4][bookmark: _Toc152836059][bookmark: _Toc19542423][bookmark: _Toc35348425]4.3.2.4	No unused functions
Requirement Name: No unused functions.
Requirement Reference: In accordance with industry best practice
Requirement Description: 
During installation of software and hardware often functions are activated that are not required for operation or function of the system. If unused functions of software cannot be deleted or deinstalled individually as required in clause "4.3.2.3 No unused software" of the present document, such functions shall be deactivated in the configuration of the network product permanently. 
Also hardware functions which are not required for operation or function of the system (e.g. unused interfaces) shall be permanently deactivated. Permanently means that they shall not be reactivated again after network product reboot.
EXAMPLE: 	A debugging function in software which can be used for troubleshooting can not be activated during normal operation of the network product.
Threat References: TR 33.926 [4], clause 5.3.6.13, Unnecessary Applications
Test Case: 
Test Name: TC_NO_UNUSED_FUNCTIONS
Purpose:
To ensure that there is no unused hardware or software functions that are not deactivated in the network product which are not required for its operation or functionality.
Procedure and execution steps:
Pre-Conditions:
A list of all available software and associated components containing at least the following information shall be included in the documentation accompanying the Network Product:
-	name of the software;
-	version of the software installed;
-	list of dependencies and versions;
-	any add-ons and functions;
-	any special hardware/debugging ports;
-	software support type;
-	licensing information;
-	requirement during functioning of system;
-	brief description of their purpose.
Execution Steps:
The tester is required to execute the following steps: 
1.	Identification of the hardware and software functions which are installed in the system or might have been disabled using any suitable command line tools or any other suitable means of determination. 
2.	Validate that there are no entries in the list of hardware and software functions installed in the system apart from the ones that have been mentioned and deemed necessary for the operation of the network product in the attached documentation.
Expected Results: 
The report will contain the names and version of the tool(s) used for finding out what software and associated function is installed in the system. The detailed report will contain the name and version information of all the software and components installed in the system generated by the test tool.
The list of all available software which has been deemed necessary for the operation of the network product by the vendor shall also be included as the test result. Any software not in the list of allowed software will be highlighted and brought out as a part of the report.
There should be no unused function that is not deactivated in the network product except for the ones which are deemed necessary for its operation.
Expected format of evidence:
A testing report provided by the testing agency which will consist of the following information:
-	The used tool(s) name and version information
-	Settings and configurations used
-	The list of software and associated functions
-	the test results i.e. allowed list of functions
[bookmark: _CR4_3_2_5][bookmark: _Toc35348426][bookmark: _Toc152836060][bookmark: _Toc19542424]4.3.2.5	No unsupported components
Requirement Name: No unsupported components.
Requirement Reference: In accordance with industry best practice
Requirement Description: 
The network product shall not contain software and hardware components that are no longer supported by their vendor, manufacturer or developer, such as components that have reached end-of-life or end-of-support. Excluded are components that have a special support contract. This contract shall guarantee the correction of vulnerabilities over components' lifetime.
Threat References: TR 33.926 [4], clause 5.3.6.13, Unnecessary Applications
Test Case: 
Test Name: TC_NO_UNSUPPORTED_COMPONENTS
Purpose:
To ensure that there is no unsupported software that is running in the network product which is not supported anymore and has reached its end-of-life or end-of-support.
Procedure and execution steps:
Pre-Conditions:
A list of all available software and associated components containing at least the following information shall be included in the documentation accompanying the Network Product:
-	name of the software;
-	version of the software installed;
-	list of dependencies and versions;
-	any add-ons and functions;
-	any special hardware/debugging ports;
-	software support type;
-	licensing information;
-	requirement during functioning of system;
-	brief description of their purpose.
Execution Steps
The tester is required to execute the following steps:
1.	Identification of the hardware and software components, version information and the kind of support available for the software provided by the vendor, the manufacturer, the developer or other contractual partner of the network operator using any tool or any other suitable means of determination. 
2.	Validate that there are no entries in the list of hardware and software installed in the system which are not supported as given by the vendor of network product in the attached documentation.
Expected Results:
The report will contain the names and versions of the tool(s) used for finding out what software and hardware components are installed in the system. The detailed report will contain the name and version of the software and hardware used in the system, and the period of support for each of these components.
The list of all available software and hardware components and their associated support information which has been deemed necessary for the operation of the network product by the vendor shall also be included as the test result. Any software or component which is not supported any longer by the vendor will be highlighted and brought out as a part of the report.
There should be no software installed in the network product which is unsupported as of the day of testing.
Expected format of evidence:
A testing report provided by the testing agency which will consist of the following information:
-	The used tool(s) name and version information
-	Software and hardware components used in the network product
-	the test results i.e. support information of each listing
[bookmark: _CR4_3_2_6][bookmark: _Toc152836061][bookmark: _Toc19542425][bookmark: _Toc35348427]4.3.2.6	Remote login restrictions for privileged users
Requirement Name: Remote login restrictions for privileged users
Requirement Reference: In accordance with industry best practice
Requirement Description: Direct login as root or equivalent highest privileged user shall be limited to the system console only. Root user will not be allowed to login to the system remotely.
Threat References: TR 33.926 [4], clause 5.3.8.1, Misuse by authorized users
Test Case: 
Test Name: TC_REMOTE_LOGIN_RESTRICTIONS_PRIVILEGED_USERS
Purpose:
Verify that root or equivalent highest privileged user will not be allowed to login to the system remotely. 
Procedure and execution steps:
Pre-Condition:
A document that describes the interfaces to the network product and how the tester can login to them remotely.
Execution Steps
Execute the following steps:
1.	The tester tries to remotely login to the network product using the credentials of the root or equivalent highest privileged user via the interfaces as described in the documentation.
2.	The tester tries to login to the network product using the credentials of the root or equivalent highest privileged user from the physical console of the system.
Expected Results:
The tester is not able to login to the system remotely using the root credentials. 
The tester is able to login to the system from the physical console using the root credentials.
Expected format of evidence:
A Pass/Fail result. 
[bookmark: _CR4_3_2_7][bookmark: _Toc35348428][bookmark: _Toc19542426][bookmark: _Toc152836062]4.3.2.7	Filesystem Authorization privileges
Requirement Name: Filesystem Authorization privileges.
Requirement Reference: In accordance with industry best practice
Requirement Description: The system shall be designed to ensure that only users that are authorized to modify files, data, directories or file systems have the necessary privileges to do so.
EXAMPLE:	On unix® systems a 'sticky' bit may be set on all directories where all users have write permissions. This ensures that only the file's owner, the directory's owner, or root user can rename or delete the file. Without the sticky bit being set, any user that has write and execute permissions for the directory can rename or delete files within the directory, regardless of the file's owner.
Threat References: TR 33.926 [4], clause 5.3.8.3, Folder Write Permission Abuse
Test Case: 
Test Name: TC_FILESYSTEM_AUTHORIZATION_PRIVILEGES
Purpose:
Verify that only users that are authorized to modify files, data, directories or file systems have the necessary privileges to do so. 
Procedure and execution steps:
Pre-Condition:
A document describing how access control is configured for the filesystems in the network product shall be provided by the vendor.
Execution Steps
Execute the following steps:
1.	The tester checks that OS-level permissions are configured correctly for users that are authorized to modify files, data, directories or file systems on the system.
2.	The tester tries to modify the files and directories for which the user has the necessary privileges.
3.	The tester tries to modify the files and directories for which the user doesn't have the necessary privileges.
Expected Results:
The OS-level access permissions are set correctly for the users.
The users can only modify files, data, directories or file systems for which he has the necessary privileges to do so.
Expected format of evidence:
Screenshot containing the configuration file showing the OS-level permissions are set correctly.
[bookmark: _CR4_3_6]************* End of 1st Changes *************

